IMamaTka nis o0y4yaomuxcsi 00 HHGOPMANMOHHOI 0€30MACHOCTH.

HEJIb351

1. BceM moapsax cooOIIaTh CBOIO YAaCTHYIO MH(pOpMaluio (HacTosdlume ums, (haMuimio,
TenedoH, afpec, HOMEP LIKOJIbI, a TaKke GoTorpapuu cBoU, CBOEH CEMbU U JIpy3€ii)

2. OTKpPBIBATh BIOXKEHHBIE (halsIbl 2JIEKTPOHHOM MOYTHI, KOT/1a HE 3HAEUIb OTIPABUTENS

3. rpyOuTh, NPUAUPATHCS, OKA3bIBATh JIaBJICHUE — BECTU CEOsI HEBEXIIMBO M arpeCCUBHO
4. He pacmopspkalics JEHbraMM TBOEH ceMbu 03 pas3pelieHHs CTapuimxX — Bcerna
CITpalIMBal pOaUTENEH.

5. He BcTpewanca ¢ VHTepHET- 3HAKOMBIMH B DPEAJIbHOM KU3HU - IIOCOBETYMCS CO
B3POCJIBIM, KOTOPOMY JTOBEPSEIIb

OCTOPOXHO

1. He Bce mumIyT npapay. Yurtaenis o cebe Henpasay B MHTepHere — cooliu 06 3TOM
CBOUM POJUTENSAM UJIU OMEKYHAM.

2. MIPUTJIAIIAIOT NTEPENUCHIBATLCS, UTPATh, 0OMEHUBATHCS — IPOBEPH, HET JIK MOIBOXA

3. He3aKOHHOE KonupoBaHue (aiinoB B IHTepHETE - BOPOBCTBO

4. Bceria pacckasbiBail B3pOCIIbIM O MpoOJIeMax B CETH — OHU BCET/Ia TOMOTYT.

5. HCMOJB3yH HACTPOUKH OE30MaCHOCTH M MPHUBATHOCTH, YTOOBI HE MOTEPSITh CBOU
aKKayHTBI B COIICETSIX U JPYTHUX MOpTaiax.

MOXHO

1. YBaxai qpyrux noJib30BaTeien

2. Ilonp3yembess MHTEpHET-UCTOYHUKOM — JIENIAN CCBUIKY HAa HETO

3. OTKpBIBal TONBKO T€ CCBUIKU, B KOTOPBIX YBEPEH

4. OOmaThcsl 32 TOMOUIBIO B3POCIBIM — POJUTENH, ONMEKYHbl U aJMUHUCTpPALIMS CalTOB
BCET1a IOMOT'YT.

5. Ipoiinu obydyenue Ha caiite «CeTeBUYOK» U TOJIYYH MACTIOPT MUPPOBOTO rpaskJaHnuHA!



NudopmanuoHHasi naMATKA 1A 00y4alOMIUXCS Ui pa3MeleHns Ha 0(PUIIHAIbHBIX
HNuTepHeT-pecypcax

C KkaXabIM roJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OO0JIbIIIE, a IKOJIbHUKHU OJTHU
U3 CaMbIX AaKTUBHBIX MoOJb3oBaTened Pynera. Mexnay TeMm, NOMHMO OrPOMHOIO
KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U MPOOJIeMbl. DTa MaMsTKa JI0JKHA TOMOYb
Tebe 6€30MacHO HaXOIUThCS B CETH.

Komnwsromepnule supycol

KoMmbroTepHBIE BHPYC — 3TO Pa3sHOBUAHOCTH KOMIIBIOTEPHBIX IPOTPaMM,
OTJIUYUTETILHOW OCOOCHHOCTBIO KOTOPOW SIBJSIETCSI CIOCOOHOCTH K pa3sMHOXEHHI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYCHI MOTYT OBPEIUTH WM MOJIHOCTHIO YHUUYTOXUTH BCE (haiiiibl
U JaHHbIe, MOJKOHTPOJIbHBIE IIOJIb30BATENI0, OT HMMEHH KOTOpPOro ObuIa 3amylleHa
3apaxx€HHas MporpamMma, a TaKKe IMOBPEAUTh WIM K€ YHUYTOXHUTH OMNEPALMOHHYIO
CUCTEMY cO BceMHu (aillamu B 1eoM. B OGOJBIIMHCTBE CllydyaeB paclpOCTPAHSIOTCS
BHUPYCHI YEPE3 UHTEPHET.

Memoowt 3auumat om 6peOOHOCHBIX NPOPAMM:

1. Hcnone3yii COBpEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, HMEIOLINE CEpPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IPOTPaMM;

2. IloctosiHHO ycTaHaBnuBail nauTu (LU(POBBIE 3aIIATKH, KOTOPhIE aBTOMAaTHYECKU
YCTaHABIMBAIOTCA C LEJIbI0 JOpPaOTKUM MporpamMmbl) U Jpyrue OOHOBJIEHHUS CBOEH
onepanuoHHOM cucteMbl. CKkaunBail uX TOJBKO ¢ ouIManbHOro caiita pazpadorunka OC.
Ecnu cymiecTByeT pexuM aBTOMaTUYECKOTO OOHOBIIEHUS, BKIIFOUH €T0;

3. Paboraii Ha CBOEM KOMIIbIOTEpPE IO IMpaBaMU IIOJb30BaTeNs, a He
aIMUHUCTpAaTOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEJAOHOCHBIX IpPOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATBHOM KOMITBIOTEPE;

4. Vcrionp3yli aHTUBUPYCHBIE IPOTPAMMHBIE IPOAYKTHI U3BECTHBIX MPOU3BOAUTENEH,
C aBTOMaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuupb pU3NUECKUM JOCTYH K KOMIBIOTEPY 17151 TOCTOPOHHUX JIMLL;

6. Vcnonp3yit BHEIIHUE HOCUTENM UH(POpMAIIMU, TaKhe Kak (IerKa, JucK win Qaitn
U3 UHTEPHETA, TOJIBKO U3 MPO(EPEHHBIX UICTOYHHUKOB,

7. He oTkpbIBail KOMITbIOTEPHBIC (haiIbl, MOTYUYEHHBIE U3 HEHAJEKHBIX UCTOYHUKOB.
Jlaxxe Te ¢aiibl, KOTOpbIEe MPUCTAT TBOW 3HAKOMBIN. Jlydille yTOUHU y HEro, OTIPABIISLI
JIM OH Te0e uX.

Cetn WI-FI

Wi-Fi - 310 He BU mepenayu JaHHBIX, HE TEXHOJIOTHS, a BCETrO JIMIIL OpeH/I, MapKa.
Eme B 1991 rony Huzpepnanjckas kommnanus 3apeructpupoBana opern « WECA», uto
obo3nauano cioBocoyetanue «Wireless Fidelity», KoTopelii mepeBoauTCS  Kak
«OecnpoBOIHASI TOUHOCTHY.

Jlo Hamiero BpemMeHHU Jomuia apyras aO0peBuaTypa, KOTopas SIBISETCS TaKOW JKe
TexHoJorue. D10 abbpeBuarypa «Wi-Fi». Takoe HazBanue ObUIO JaHO C HAMEKOM Ha
CTaHAapT BHICIIMKA 3BYKOBOM TexHuku Hi-Fi, yto B mepeBome o3HA4YaeT «BBICOKAs
TOYHOCTBY.



Jla, OecruiaTHBIM HMHTEPHET-AOCTYN B Kade, OTeNsIX U ad’dporopTax SBISETCS
OTIIMYHON BO3MOXKHOCTBIO BBIXOZa B WHTEpHET. HO MHOTHE 3KCHEepThI CUMTAIOT, YTO
obmenoctynusie Wi-Fi cetn He sBIIsIIOTCST 0€30MaCHBIMH.

Cogemut no de3onacnocmu 6 00uedocmynHuvix coyuantbHolx cemsax Wi-Fi.

1. He mepenaBaii cBoro nuuHyr0 uHbopMaluio yepe3 obmiexocrynasie Wi-Fi cetn.
Paborass B HHX, JXKeJaTeIbHO HE BBOJWUTH MApOJH JOCTYIA, JIOTHHBI U KaKUE-TO
HOMeEpa,;

2. Wcnonb3yit u OOHOBIISIM aHTUBUPYCHBIE MPOrpaMMbl U OpanaMayep. Tem cambim
ThI 00€30MacHIITh CeOs OT 3aKaYKH BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpum ucnonszoBannu Wi-Fi cetn otmroun dyHkimio «O0mmii goctyn K (daiinam
u npuHTepaM». J[aHHas (QYHKIUS 3aKphITa MO YMOJYAHUIO, OJHAKO HEKOTOPHIC
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI0OCTBA MCIIOJIb30BaHUs B paboTe mim yuebe;

4. He ucnionb3yit myomuunbiid Wi-Fi - 11st mepenayn TUYHBIX TaHHBIX, HAIPUMED IS
BBIXO/Ia B COIIMAIbHBIC CETU WIH B DJIEKTPOHHYIO MOYUTY;

5. Hcnonw3yi#t Tonbko 3amuiieHHoe coeaquHenue yepe3 HTTPS, a ue HTTP, T.e. pu
Habope BeO-aapeca BBoau uMeHHO «https://»;

6. B moOwisHOM Tenedone oTkmoun (yHkiuio «llogkiarouenue k- WIi-Fi
aBTOMaTH4ecKkn». He momyckail aBTOMaTW4YeCKOro MOJKIIOUEHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cormnacusi.

CouunaJjibHble CeTH

CounanbHbI€ CETH aKTUBHO BXOJSAT B HAIIly KU3Hb, MHOTHE PabOTAIOT U KUBYT TaM
NocTOsTHHO, a B Factbook yxke 3apernctpupoBaHO MMJUIHAPA YETOBEK, YTO SBISCTCS
OIHOM CEApMOM BCEX JKUTEJNEH IUIaHEeThl. MHOrMe MOoJIb30BaTENM HE MOHUMAIOT, YTO
uHpopMalusi, pasMelieHHass UMH B COLUAJIBHBIX CETSAX, MOXET ObITh HaljaeHa u
WCIIOJIb30BaHa KEM YroJHO, B TOM YHCJI€ U HE 0053aTeNIbHO C OJJarUMU HAMEPEHUSIMU.

Ocnoenvie cogemol no 6€30NACHOCMU 6 COUUAIbHBIX CEMAX:

1. Orpannyb crnucok apy3ei. Y TeOs B JPy3biX HE JOHKHO OBITh CIydalHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amminaii cBOKO 4acTHYIO ku3Hb. He ykasbiBaii mapomu, TenedoHsl, aapeca, 1aTy
TBOETO POXACHUS U JAPYTYI0 JHYHYIO UWHGOOpPMAIUIO. 3JOYMBIIUICHHUKH MOTYT
UCITIOJIB30BATh Jaxke MH(GOPMAITUIO O TOM, KaK Thl M TBOM POAUTENIN IIAHUPYETE MPOBECTU
KaHUKYJIbI;

3. 3ammimaii cBOr penyTaluio - JEpKU €€ B UUCTOTE U 3ajiaBail cede BOIpoC: XOTe
OBl ThI, UTOOBI JPyru€ MOJB30BATEIN BUIEIU, UTO Thl 3arpyxaemb? [logymai, mpexie
YeM YTO-TO ONyOJIMKOBATh, HAMMKCATh U 3arpy3UTh;

4. Ecnu ThI TOBOPHIIB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE PEATBHOE
UMsI ¥ IPYTYIO JIMUHYIO HH()OPMALIUK: UMSI, MECTO KUTEIbCTBA, MECTO YUeObl U MpoUee;

5. W3b6erait pasmemenusi dortorpaduit B NHTEpHETE, A€ Thl H300paKEH HAa
MECTHOCTH, 10 KOTOPOU MOKHO OIIPENEIIUTH TBOE MECTOIIOJIOKEHHE;

6. Ilpu perucrpanuu B COLMAIBHON CETH HEOOXOAMMO HCIOJB30BATh CIIOKHBIC
MIapoJIu, COCTOSIINE 13 OYKB U ITUGP U C KOJUISCTBOM 3HAKOB HE MEHEe §;

7. Jns coumanpHOW CeTH, MOYTHI U JPYrMX CAMTOB HEOOXOJMMO HCIOJIB30BaTh
pasHbie mapoiu. Torma ecnu TeOsS B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH TOJIyYaT OCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.



DJIEKTPOHHBbIE JeHbIH

DONeKTpOHHBIE JEHBIM — OTO OYEeHb YJIOOHBIA crmocod miaTexel, OJHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPbIE€ XOTAT MOJTYYUTh 3TH JICHbTU.

DONEeKTPOHHBIE JIEHbIU MOSBUIMCH COBCEM HEAABHO U MMEHHO M3-3a 3TOTO BO MHOTHX
rocyapcTBax J0 CUX MOp HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHM (DYHKIMOHHUPYIOT U O HUX YK€ IMPOMHCAHO B 3aKOHE, IIe HX
pa3lensioT Ha HECKOJbKO BUJOB — aHOHMMHBIC M HE aHOHMMHBbIE. Pa3zHuiia B TOM, 4TO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MPOBOIUTH ONepanui 6e3 uAeHTH(PUKAIIH
MI0JIb30BATEIS], @ B HEAHOHUMHBIX HJICHTU(DHUKALMY TI0JIb30BATEIA SABIISIETCS 00s3aTEIbHOM.

Taxxe  crnemyer  pa3iauuaTh  JJNEKTPOHHbIE  (UaTHBIE  JOEHBIU  (paBHBI
TOCY/IapCTBEHHBIM BajJiOTaM) U OJJIGKTPOHHbIE HePHUATHbIE JEeHbIHM (HE pPaBHBI
roCyJapCTBEHHBIM BAJIFOTAM).

OcHoeHble cosempl no Ge30nacHoll padome ¢ INEKMPOHHBIMU OCHb2AMU:

1. IlpuBspku K cueTy MOOMJIBHBIN TeneoH. DTO caMblil yIOOHBIN U OBICTPBIN CIIOCO0
BOCCTAaHOBUTh JIOCTYN K cuery. [IpuBsizaHHbIN TenedoH MomMoxkeT, ecinu 3a0yelb CBOM
IUIATEXHBIA ApOJIb WM 3aiiIelIb Ha CaliT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnons3yil ogqHopa3oBsle napoau. [locne nepexoa Ha YCHIEHHYIO aBTOPU3ALUIO
TeOe yKe He OyJEeT yrpoKaTh ONACHOCTb KpaXKu WM IiepexBaTa IJIaTeKHOTO MapoJis;

3. BeiOepu cioxHblii naposib. lpecTynHukam OyneT HE IPOCTO yraaarh CIOMKHBIN
naposb. HanexxHele maposin — 3TO Mapoju, KOTOPbIE COJAEpKaT HE MEHee § 3HAKOB U
BKJIFOYAIOT B CEOSI CTPOYHBIE U MPONKCHBIE OYKBBI, HUPPHI U HECKOJIBKO CUMBOJIOB, TaKHE
KaK 3HaK JoJuiapa, GyHTa, BOCKIHMIATENIbHBINA 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE JTOBEPSIEIIb.

DJIEKTPOHHAA MOYTA

ONeKTpoHHass MOYTa — 3TO TEXHOJOTHS M MPENOCTABISIEMBIE €0 YCIYTH IO
NEPEChUIKE M TMOJYUYEHHUIO DJIEKTPOHHBIX COOOIIEHMH, KOTOpbIE pACIPEAESIOTCS B
KOMIBIOTEpHON ceTh. OOBIYHO 3JEKTPOHHBIA MOYTOBBIM SIIMK BBITISAIUT CIEAYIOLIUM
o0pa3oM: UMsI_TOJIb30BaTESI(@UMS_JIOMEHa.

Takke Kpome Iepefayd IIPOCTOr0 TEKCTAa, HMMEETCS BO3MOXKHOCTBH II€pelaBaTh
Gbaib.

Ochoenble coeempul no H6e3onacHol pabome ¢ INEKMPOHHOU NOUMOU:

1. Hano BbIOpaTh MpaBUIIbHBIN MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JyUllle JIOBEPSATh TEM, KOro 3Haeulb U
KTO IIEPBBIN B PEUTHHIE;

2. He yka3biBaii B TMYHOM MOYTE JIMYHYIO HH(popmanuio. Hampumep, mydiie BeIOpaTh
«My3bIKaJIbHBIN _(haHaT@» unn «pok2013» BMecTo «remal3y;

3. HMcrnonp3yil ABYXA3TAllHYI0 aBTOPHM3AIMIO. IJTO KOTJa MOMHMO TMapojsi HYXHO
BBOJUTH KOJ, MPUChLIaeMbli o SMS;

4. Beibepu COXKHBINA mapoiib. JJIS KakI0ro MOYTOBOrO SIIHKA JOHKEH OBITH CBOM
HAJIC)KHBIM, YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOXKHOCTh HANIMCAaTh CAMOMY CBOM JIMYHBIA BOIIPOC, UCITOIB3YH 3Ty
BO3MOKHOCTB;



6. Mcnonp3yil HECKOJBKO IMOYTOBBIX SIIMKOB. [IepBbIil M1 4aCcTHON MEPENHUCKU C
azpecaTaMy, KOTOPBIM Thl JOBEPSEIIb. JTO 3JIEKTPOHHBINA aJpec HE HAJ0 MCIOJIb30BaTh
IIPU PETUCTPALIMY HA OpYyMaxX U calTax;

7. He oTkpbiBaii ¢ailsibl U Apyrue BIOXKEHUs B MUCbMaX AK€ €CIU OHU MPUIIN OT
TBOMX Jpy3el. Jlydle yTouHu y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (haiibl;

8. Ilocne oxkoHuaHus paOOTBHl Ha MOYTOBOM CEPBUCE NEPE] 3aKPBITHEM BKIIAIKHU C
calToM He 3a0y/ib HaKaTh Ha «BBIATHY.

KubepOy/JIMHT WM BUPTYaJIbHOE U3/1€BaTeIbCTBO

KubepOymauHr — mpecienoBaHue COOOIIEHUSIMHU, COJEPXKAIIMMU OCKOPOJICHHUS,
arpeccuro, 3alyTrMBAaHME; XYJIUTAHCTBO; COLMAIbHOE OOMKOTUPOBAHHE C IOMOILBIO
Pa3IMYHBIX HUHTEPHET- CEPBUCOB.

OcHogHble cogembl no 60pvOe ¢ KubepoOyIIUHZOM:

1. He Opocaiics B 60it. JIyuruii crmoco0: MocoBETOBAThCS Kak ceOsl BECTU U, €CJIU HET
TOTO, K KOMY MO>XHO OOpaTUThCS, TO BHAYaJIe yCIOKOUThCS. Eciau Thl HauHelb OTBeYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €111 OOJIBIIE pa30KKeITh KOHPIUKT;

2. Yupasnsiii cBoeit kudeppernyTanuei;

3. AHOHUMHOCTH B ceTd MHUMasA. CylIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM;

4. He ctout BecTH XYyJUTaHCKU 00pa3 BUPTyaldbHOH ku3HU. IHTEpHET Pukcupyer
BCE TBOU JICMCTBUS U COXpaHSET UX. Y JAIUTh UX OyJEeT KpallHe 3aTpyIHUTEIbHO;

5. Cobiroail CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHuunbli HeraTuB. OIHOPA30BbIE OCKOPOUTENIBHBIE COOOIIECHUS
Jdy4uie UrHopupoBath. OOBIUHO arpeccus MpeKpamaeTcss Ha Ha4ajabHOUM CTa/luu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MrHOBEHHBIMH COOOIICHUSIMHU, B
COIIMAIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKMPOBKM OTIPABKH COOOIIEHUH C
OIIPENEIICHHBIX aIPECOB;

8. Ecnu TH1 cBuumerens kubepOysuimHra. TBoM JEUCTBUS: BBICTYNUTH TMPOTUB
npecieaoBaTes, oKa3aTh €My, YTO €ro JICMCTBUS OLIEHUBAKOTCA HETaTUBHO, MOJJAEPXKATh
KEPTBY, KOTOPOW HYKHA IICHXOJIOTHYECKasi IMOMOIIb, COOOIIUTh B3POCIBIM O (haKTe
arpeCCUBHOIO IIOBEICHUS B CETH.

MooOuiabHbId TesedoH

CoBpemeHHbIe cMapT(QOHBI U IUIAHIIETHl COAEPKAT B ce0e BIOJIHE B3POCIIBIM
(GbyHKIIMOHAM, U TeIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMU KOMITbIOTEPaAMHU.

OpnHako, CpEICTB 3alllUThl JJIsi  TMOJOOHBIX YCTPOMCTB IOKa OYEHb MaJo.
TecTupoBaHKE U OUCK YSA3BUMOCTEH B HUX IPOUCXOIUT HE TaK MHTEHCUBHO, Kak jiyist [1K,
TO K€ CaMO€ KacaeTCsl 1 MOOMJIBHBIX MPUIIOKCHHUH.

CoBpeMeHHbIE MOOWIBbHBIE Opay3epbl YK€ MPAKTHUYECKH JOTHAIU HACTOJIbHBIC
aHAJIOTH, OJHAKO pacmiupeHue (yHKIMOHAIa BJ€YeT 3a CO0O0UM OOJNBIINYIO CIOKHOCTh U
MEHBIITYI0 3alUIIEHHOCTh. J[alleko He BCE MPOM3BOJIUTENH BBIMTYCKAIOT OOHOBIICHUS,
3aKpbIBAIOIINE KPUTUUECKUE YSI3BUMOCTHU JIJIs CBOUX YCTPOUCTB.

OcHogHble coeemul 01 6e30nacHOCmU MOOUTbHO20 meledona:



1. Hugero He sBisieTCs MO-HACTOSIIEMY OeCTUIaTHBIM. bynb OCTOpOKEH, Belb KOrna
Tebe npejuiaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKHE-TO IUIATHBIE
YCIIYTH;

2. Jlymaii, npexzae yem oTnpaBuTh SMS, dboTto mimu Bugeo. Thl TOUHO 3HAEHIb, TIE
OHM OyAyT B KOHEYHOM UTOTE?

3. Heo6xoammo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapT(hoHa;

4. Vicnonbs3yit aHTUBUPYCHBIE IPOTPAMMBI JIJI1 MOOMIIBHBIX TeNe(hOHOB;

5. He 3arpyxail npuiaoXeHHUsT OT HEU3BECTHOIO MCTOYHWKA, BEAb OHU MOTYT
CoJIepKaTh BPEIOHOCHOE MPOTrPaMMHOE 00ECTICUCHNE;

6. [Toce Toro kak Thl BBIIACIIb C CAlTa, I/1€ BBOAMII JUYHYIO HHPOPMALIMIO, 3211 B
HACTPOUKH Opay3epa u yaanu cookies;

7. Ilepmogmyeckn IPOBEpSANM KAKWE IUIATHBIE YCIYTM AKTHUBUPOBAaHBI HA TBOEM
HOMEDE;

8. [laBaii cBOi1 HOMEp MOOMIILHOTO Telle(oHa TOIBKO JIIOSIM, KOTOPBIX ThI 3HACIIb U
KOMY JI0BEpSICIlb;

9. Bluetooth momkeH OBITH BBIKIIOYEH, KOT/Ia Thl MM HE IOJIb3yelibcs. He 3a0biBaii
VHOT /1A [IPOBEPSTH ITO.

Online urpsbi

CoOBpeMEHHBIE OHJIAMH-UTPBI — 3TO KPAacCOYHbIC, 3aXBATHIBAIOIIUE pPa3BIICUCHMUS,
00BEIMHSIONINE COTHU THICAY YEJIOBEK 110 BCEMY MUDY.

Urpoku wuccienyroT AaHHBIA UM MHp, OOLIAIOTCS JAPYT C JPYroM, BBINOJHSIOT
3a1aHUsA, CPAXKAKOTCA C MOHCTPAMH M IIOJYYarOT OMBIT. 3a YJOBOJBCTBUE OHU IUIATST:
NOKYMNAaroT AUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce stm cpencrBa MayT Ha MONJEpKAHUE M PA3BUTHE WIPHI, a TAKXKE Ha camy
0€30I1aCHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPH3AIMH, BBIITYCKAIOTCS HOBBIE MATYH
(undpoBbIe 3aMIaTKU AJIsl IPOrpaMM ), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo6HbIX UTrpax CTOUT OMAacaThCsl HE CTOIBKO CBOUX COMEPHUKOB, CKOJIBKO KPaXKu
TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3ALUU OOJIBIINHCTBA UTP.

Ocnoenble cogemol no 6€30NACHOCMU ME0E20 UZPOBE020 AKKAYHMA:

1. Ecnmu papyroit urpok BeaeT cebs IUIOXO WIIM CO3/1aeT TeOe HENpUSITHOCTH,
3a0JI0KHPYH €ro B CIIUCKE UTPOKOB;

2. lTloxanyiics aAMUHUCTpAaTOpaM HWIPbl HA IUIOXOE€ IIOBEACHUE 3TOT0 HUIPOKA,
YKEJIATEJIbHO MPUJIOKUTHh KAKHE-TO J10KA3aTENIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBail muuHyto nHGopMaluio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UI'PE;

5. He ycranaBnuBaii HeopuIuanbHble MaTYM U MO/IbI;

6. Mcnosib3yii CIOKHBIE U Pa3HbIE MMAPOJIH;

7. Jlaxxe BO BpeMs UIPbl HE CTOMT OTKJIIOYATh aHTUBHUpYC. [loka Tl urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3HTh.



OUIIUHT WM KPAXKa JTHYHBIX JAHHBIX

OOBIYHOM Kpaxell JeHer W JOKYMEHTOB CETrOAHsS YK€ HUKOTO HE YIUBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTHI 3JI0YMBIIUICHHUKN TEPEMECTUINCh B HHTEPHET, H
MPOJIOJDKAIOT 3aHUMATHCS «JTFOOMMBIMY JICTIOM.

Tak mosiBUJIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILMHT, TJaBHas
1eJb KOTOPOTO COCTOMUT B TOJYYEHHH KOHGUIEHIMATBHBIX JAHHBIX IMOJIb30BaTENCH —
JIOTUHOB U MapoJen.

Ha anrnuiickom si3eike phishing unraercs kak ¢ummar (ot fishing — priOHas 0B,
password — mapoJin).

Ocnognble cogemul no 60pvoe c pumiunzom:

1. Cnenu 3a cBoMM akkayHTOM. Ecim Tl mogo3peBaemib, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXO0IUMO 3a0JIOKUPOBATh €€ U COOOUIUTh aIMUHUCTpATOpPaM pecypca 00
ATOM KaK MOXHO CKOpee;

2. Hcnonp3ylh Oe3zonacHble BeO-CaiiThl, B TOM YHCIE, WHTEPHET-Mara3uHoB H
IIOMCKOBBIX CUCTEM;

3. Ucnonb3y# cioxHbIE U pa3Hble Mapoiu. Takum o0pa3oM, eciu Te0si B3JIIOMAlOT, TO
3JI0YMBIIIJIEHHUKY TOJIyYaT JOCTYI TOJBKO K OJHOMY TBOEMY MPOQIIIIO B CETH, a HE KO
BCEM;

4. Ecau 1ebs B3OMalid, TO HEOOXOJUMO MpPEeRyNpeIuTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE€ J100aBlieHBl Y T€0S B JAPY3bsX, O TOM, YTO T€Os B3JIOMald U, BO3MOXHO, OT
TBOEr0 UMEHH OYyJIeT pacchlUIaThCA ClIaM U CChUIKM Ha (PUILIMHIOBBIE CANTHI;

5. YcranoBu HagexHbli napoib (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbIiBaiil paityibl U Apyrue BIOKEHHUS B MUCbMaXxX Ja)Xe €CIU OHM MPUIILIN OT
TBOUX Apy3el. JIyulie yTouHU y HUX, OTIIPABIISUIH JIU OHU TeOe ATU (hailJibl.

udposasi penyrauus

[Mudposast penyrauusi - 3TO HETaTUBHAs WM NO3UTHBHas MH(GOpPMaLUs B CETH O
Teoe.

Komnpomerupytomas uHpopmanus pa3MmellleHHass B UHTEPHETE MOXKET CEPbEe3HBIM
00pa3oM OTpa3uThCS Ha TBOSH peanibHOM KU3HH.

«udposas pemyrauus» - 3TO TBOW UMUK, KOTOPBIN (opMHUpyeTCsl U3 HHPOpMalUu
o Tebe B uMHTepHEeTe. TBOE MECTO KHUTENbCTBA, yueObl, TBOE (DMHAHCOBOE IMOJIOKEHUE,
0COOEHHOCTH XapakTepa U paccKasbl 0 OJIM3KUX — BCE 3TO HAKAIIUBAETCS B CETH.

MHorue TOAPOCTKM  JIETKOMBICIICGHHO OTHOCSTCS K  MyOJMKaluu  JIMYHOU
uHdopmanuu B HWHTepHeTe, HEe NOHMMAas BO3MOXHBIX MOCIENCTBUMA. Thl daxke He
CMOXeNIb JorajgaThCsa O TOM, 4TO (ortorpadus, pa3MmelieHHas S5 JeT Hazaja, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os Ha padoTy.

Kommenrtapuu, pasmenienue TBoux (ororpaduii U Apyrue ACUCTBUS MOTYT HE
UCYE3HYTh JAXKE IOCJIE TOro, Kak Thl MX YJAIMIUb. Tbl HE 3HACIIb, KTO COXPAaHWI 3Ty
uH(OpMaIIMIO, TOMNaia JIM OHA B TIOMCKOBBIE CUCTEMBI M COXPAHWJIACh JIU OHA, a TJIAaBHOE:
YTO MOIYyMAalOT O TeOe OKpYyKaroliee 01, KOTOpble HaAWIYT U YBUJSAT 3TO.



Haiitn uHbopManuio MHOTO JE€T CIHYCTS CMOXET Jo0oM — Kak M3 JOOpbIX
noOyKJeHUH, TaK U C HAMEPEHUEM MPUUUHUTD BPEA. ITO MOXKET ObITh KTO YTOJIHO.

OcHognvie cogemul no 3auwgume yu@poeoi penymavuu:

1. IMoxymaii, mpexkae yeM 4To-TO MyOJIMKOBATh U MepeaaBaTh y ce0s B Ojore win B
COLIMAJIbHOM CETH;

2. B HacTpoiikax npo¢uis yCTaHOBH OTpaHMUYEHUS] Ha IPOCMOTP TBOErO NpopuiIst U
€ro COAEPKUMOT0, CAENall €ro TOIBKO «IJIs APY3eii»;

3. He pa3memait u He yka3piBail HHPOpPMAIUIO, KOTOpass MOXKET KOTo-JIn0o
OCKOPOJISITh MM OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE MIKOJbHUKU— aKTHUBHBIE IOJh30BAaTENU ITU(GPOBOTO MPOCTPAHCTBA.
OpHako Jajeko HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTHMMH BO3MOXHOCTSIMHU LU(PPOBOTO
Mupa TpeOyeT cOOI0ICHHS MPaB HA UHTEIUIEKTYyaJIbHYI0 COOCTBEHHOCTD.

TepMUH «MHTEIUIEKTyalbHasi COOCTBEHHOCThY» OTHOCUTCS K PA3JIMYHBIM TBOPEHUSM
YeJIOBEUECKOr0 yMa, HauyWHasg C HOBBIX H300pPETEHUH W 3HAKOB, O0003HAYAIOIINX
COOCTBEHHOCTh Ha TMPOJMYKTHI W YCIYTd, WU 3aKaHuMBasi KHUTaMH, ¢doTorpadpusMu,
KMHO(DHUIIBMaMH ¥ MY3bIKQJIbHBIMU TTPOU3BEICHUSIMH.

ABTOpCKHE TMpaBa — 3TO NpaBa Ha HWHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MPOU3BEICHUS HAYKH, TUTEPATYPhl U UCKYCCTBA.

ABTOpCKME  TIpaBa  BBICTYIIAIOT B KadeCcTBE  TapaHTHM  TOro,  4YTO
WHTEJJICKTYaJIbHBIA/TBOPUECKUN TpyJ aBTOpa He OyJeT HampacHbIM, JacT €My
CIIpaBeUIMBbIE BO3MOYKHOCTH 3apaboTaTh Ha pe3yJibTaTax CBOETO Tpyda, MOIYYUTh
M3BECTHOCTDH U IIPU3HAHUE.

Hukto 06e3 paspeieHuss aBTOpa HE MOXET BOCIPOU3BOJIUTH €r0 IMPOU3BEICHUE,
pacmpocTpaHsTh, MyOJIUYHO JAEMOHCTPUPOBATh, NIPOJABaTh, UMIIOPTUPOBATH, MYCKaTh B
poKaT, MyOJWYHO HCIONHATh, MOKAa3bIBATH/UCIIONHATE B 3(QUpe WM pa3Melarbh B
HNutepnere.

Hcnonb3oBanne «IMHUPATCKOT0» MPOTPAMMHOTO OOECIEYEHUs MOXKET MPUBECTH K
MHOTHM pPHCKaM: OT TOTE€PU JaHHBIX K TBOMM aKKayHTaMm J0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, I'/I€ YCTAHOBJICHHBIN HE JIETalIbHAs IporpaMma.

He crout Takxe 3a0bIBaTh, YTO CYILECTBYET JieTajbHbIE U OCCIUIATHBIE MPOTPAMMEBI,
KOTOPBIE MOKHO HAWTHU B CETH.

[Toptan CeTeBUUOK.p( — TBOM TJIABHBIN COBETUMK B CETH. 3/1€Ch Thl MOXKEIIIb Y3HATh
0 0OE30MacCHOCTH B CETU TMOHSTHBIM W JIOCTYIHBIM SI3BIKOM, a MPH BO3HUKHOBEHHUU
KPUTHYECKON CUTYaIlMu 0OPaTUTHCS 32 COBETOM. A TakXe MPUHATh Y4acTUE B KOHKYypcax
U CTaTh CaMbIM IIU(POBBIM IPAKTAHKHOM



